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E Overview

. My background
- Scientific approach to cybersecurity
- Scientific Method
- Scientific Method related to cybersecurity
- Examples

» Summary
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- Q&A
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About Me
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- Mother to one year old son, Oliver
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» UNCC- double major Chemistry and Criminal Justice '

- Found love for cybersecurity along the way ;
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m
- Utica College- Class of 2016

=
- -

- Information Security Analyst Novant Health- 3 yeors;

- Network+, Security+, GCIH
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Reoccurring Theme

Chemistry Cybersecurity

Problem

Hypothesis

Constants

Variables

Chemicals Computers

Testing

Analysis
Labs
Reports

Scientific Methoo
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i Observation

- \

OTAIYEC LY ..

; Ask\(‘)uestion
Hypothesis E
;Seriment :
N\ .
Accept Hypothesis &
or ;
Reject Hypothesis

|
L




SC|ent|f|c Method
- Focused thought process
- Helps keep main goal in mino
- Even if you go down a path with

experiment that dion't work, can take
direct path back to main goal
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Observation

SIEM alert for Brute Force Logens from one user account
to internal server

Question

Accept or Reject

Accept

User had not logged off of server after password
was changed the server was still trying to
authenticate using the user’s old credentials

Why is user account failing logons?

Experiment Hypothesis

Check date user last changed password

User changed password recently and has cached
credentiols on server

Check last logoff from server




Observation

SIEM alert for Brute Force Logons from one user account
to internal server



Question

Why is user account failing logons?



Hypothesis

User changed password recently and has cached
credentials on server




Experiment

Check date user last changed password

Check last logoff from server




Accept or Reject

Accept

User had not logged off of server after password
was changed the server was still trying to
authenticate using the user's old credentials
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— Observation ]

SIEM elert for multisle devices showing malwars
infection

Question

Wihat s cousing the malware cuthredk?

Hypothesis

Infected file on file shore

Experiment

Check file causing AV alert

[ Hypothesis |

One website hosting malicious content

 Accept or Reject |

Reject

Experiment

Theck to see if same website

 Accept or Reject

Reject

Different mallcious sites

Experiment

Check reputation of websites

Question

What iz the AV dlert?

Hypothesis |

Hypothesis

Mew AY signoture

| Hypothesis

Question

What is triggerg AV dart?

Something In common on websites

Experiment

Check threat dotobose for AV signolure

~ Accept or Reject |

Reject

| Hypothesis

Experiment

Look for similarity of all websites being visited
{/wp-content/iplugine)

 Accept or Reject |

Accept

‘WordPress plugn Is vdnercble o spywore

|| Hypothesis

Question

What can be done choul AV clert?

Web browsing denled by AV palicy

Experiment

WordPress plugin vulnercbility Google search

 Accept or Reject |

Accept

~ Accept or Reject |

Accept

Experiment

Al wets brawsing to sites with URL string
(#wip-content/plugira) thot were triggered for
AV glert wos being denied by AV policy for
sy ware

~ Accept or Reject |

Accept
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Observation

SIEM alert for multiple devices showing malware
infection



Question

What is causing the malware outbreak?



Hypothesis

Infected file on file share



EXxperiment

Check file causing AV alert



Accept or Reject

Reject



Hypothesis

One website hosting malicious content



EXxperiment

Check to see if same website



Accept or Reject

Reject



Hypothesis

Different malicious sites



EXxperiment

Check reputation of websites



Accept or Reject

Reject



Question

What is the AV alert?



Hypothesis

New AV signature



EXxperiment

Check threat database for AV signature



Accept or Reject

Accept



Question

What is triggering AV alert?



Hypothesis

Something in common on websites



EXxperiment

Look for similarity of all websites being visiteo
(/wp-content/plugins)



Accept or Reject

Accept



Hypothesis

WordPress plugin is vulnerable to spyware



EXxperiment

WordPress plugin vulnerability Google search



Accept or Reject

Accept



Question

What can be done about AV alert?



Hypothesis

Web browsing denied by AV policy



EXxperiment

All web browsing to sites with URL string
(/wp-content/plugins) that were triggered for
AV alert was being denied by AV policy for
spyware



Accept or Reject

Accept

AV alert was being triggered due to new AV signature for spyware, users were web
browsing to sites that were hosting vulnerable WordPress plugins. Web browsing was
being denied for AV policy for spyware and only remediation is for sites to update
vulnerable WordPress plugins
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Questions”?
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Resources

Google Images
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